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JEEER A Unauthorized use of computer-
related assets , resources, user
right , privilege or priority.

T A Introduction of fraudulent records or
data , software or hardware into a
computer system.

bk 1 A Manipulation, modification, alteration
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or otherwise, of money, financial
instruments, property, services, data,
software or hardware.
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Send an email to a Infect a website and lie
person of interest in wait for them

* Targeted Attacks predominantly start as spear phishing attacks
* In 2012~2013, Watering Hole Attacks emerged

* Popularized by the Elderwood Gang
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Vulnerabilities & Mobile Malware
o — ”

Apple i0S 387

Android 13 % Apple 10S Malware 1

Blackberry 13 Android Malware 103

Windows Mobile 2 Symbian Malware 3
Windows Malware 1

* Today there is no significant link between mobile OS
vulnerabilities and exploitation by malware

* In the future that may change

What Does Mobile Malware Do?

Type “

Mobile Threats by

Steal Information

Traditional Threats

Track User 15%
Send Content
Adware/Annoyance —8%
Reconfigure device 8%
o‘/ 5> u;/ 1;/ zc;% z;/ 3;/ 3;/
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