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B2 GDPR &7t
| Key Definitions~ Article 4

“Personal data” includes: online identifiers (IP address, cookies)
“Pseudonymised” data (e.g. key-coded or hashed data)
“Sensitive personal data”: includes genetic or biometric data

Substantive scoper Article 28 to 30

« Under Directive, only controllers.
* Processors now in scope

Territorial Scope~ Article 3

- Controllers and processors not based in the EU who sell to individuals who are in
the EU.

s Or who monitor individuals in the EU




GDPR- EtHRE /S KRB~ Article 5

Lawful, fair and transparent
ol | processedlawfully, under a specific justification

Purpose limitation
collected for specified, explicit and legitimate purposes and nottfuriher processedina mannerthatis
incompatible withthose purposes

Data minimisation
adequale. retevant andlimitedto what is necessaryin relationto the purposes forwhichthey are processed,

Accuracy
decurate and, whare necessary, keplup to dale; every reasonable step must be takento ansure that
Inaccurate persanal datals erased or rectilled without delay,

Storage limitation
keptin identifingform for a time nolongerthan justified by the purposes for whichthe data is collected

Integrity & Confidentiality
processed in a mannerthat ensures appropriate security of the personal data;

GDPR- EfHEHIEHER ERERAZEEERT

Privacy by Design and by Default~ Article 25

e Privacy needs to be built into any new system, business processes, technologies,
operations and information architecture from the outset

e ENGINEERING IMPACT:

e The design of programs, information and communications technologies, and systems,
should by default collect the minimum amount of information necessary.

¢ Individual’s personal information should not be shared widely by default.

e Privacy must be “baked-in" to any product developments

Copyright © 2017 BSI. All rights reserved, .




GDPR- ERliZHZEENERERAEZETHEERE
Privacy Impact Assessments~ Article 35 & 36

e If processing is likely to result in high-risk to individuals (particularly when using
new tech & taking into account nature, scope, context and purposes of
processing), prior to processing.

e In particular, processing based on automated processing (incl. profiling).

e Large-scale processing of sensitive personal data.

e ENGINEERING IMPACT.:
¢ Analysis / Describe: What data is being collected, why, the “legal basis".
o Assesses: Necessity and proportionality of processing operations and risks to individuals’
rights
e Confirms measures to address the risks

e If PIA confirms processing is ‘high-risk’, controller must consult with the regulator
before processing begins

Copyright © 2017 BSI. Al rights reserved. .

GDPR- EflZHIZHENRIEEREAZHTERE

Data Protection Officers~ Article 37 to 39

e GDPR = requirement for controllers and processors

e Threshold for appointment:
e public authorities
e core activity = ‘large scale’ regular and systematic monitoring of individuals
e core activity = ‘large scale’ processing of sensitive data

e Can be employee or outsourced DPO, must be a privacy expert

e Group of undertakings may have a single DPO

e DPO to be involved in all personal data issues, has board level access, adequate
resource, ‘impartial’, no conflict of interest or dismissed for performing DPO
tasks

Copyright © 2017 BSI, All rights reserved .




GDPR- EE A#F
@/ Now ™\ /GDPR

Individuals have the following rights: GDPR maintains existing and

e Right to be informed about the expands or introduces new rights:
collection/processing of their e Article 17
personal data no later than the Right to erasure (and right to
time of collection. be forgotten).

e Right to access and obtain a copy e Article 18
of their data. Right to restrict the processing

e Right to amend, correct /update of personal data.
and delete their information. e Article 20

¢ Right to object to use of their Right to the portability of data.
information. e Article 22

e Right not to be subject to fully Automated individual decision-
automated decisions. making, including profiling

e (Under case law) right to be i

\ forgotten. ) \ )

GDPR- E&EINRB R~ Article 33 & 34

RN
Controllers must
notify individuals, if
breach s likely to
result in a high risk
for data subjects,




GDPR- ESNEHEFE

7 Now

e Take appropriate security
measures

e Act only on controller
instructions

=

/" GDPR h

e Controller control over
subcontracting (sub-
processing).

¢ Notification of data
breaches and assistance
responding to them

e Audit right

e Assistance responding to
data subjects exercising
their rights.

e Deletion/return of

personal data on

K termination.

GDPR- {TE{EEE] ~ Article 83

e Maximum fine for both controllers and processors is up to 2% (or €10m) or 4%
(or €20m) of global annual turnover

e Maximum fine depends on which provision are being infringed

2% (or €10m)

4% (or €20m)

Data protection by Identifying a data Principles for processing | Lawful processing

design/default subject including fairness and conditions
security

Children’s consent Joint controllers Consent Transfers

Designating a Data Impact Information provided to | Processing sensitive data
representative Assessments data subject

Cooperation with SA Consultation with SA Right to rectification Right to access
Appointing DPO Processing records Right to erasure Right to restriction

Breach notification

Processor agreements

Contrary to limitation
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